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Y ' ~ December 21, 1970

MEMORANDUM FOR: The Secretary of State i '

C : The Secretary of Defense _ ot - |2
The Attorney General |
The Director, U.S. Arms Control and C S

Disarmament Agency
. The Chairman, Joint Chiefs of Staff
L The Director of Central Intelligence R T
. C . The Administrator, National Aeronaut1cs T W T
L - ' and Space Admlmstratmn -
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Disclosures of Classified Informatmn |
‘and Coordination and Clearance of

. SUBJECT:..
o - Official Statements § !

C I
I am becom).ng 1ncreas1ng1y concerned about the disclosure in
public media of ¢lassified information bearing upon 1mportant
aspccts of national security, particularly that which tends to -
jeopardize intelligence sources and methods. Such dlsclosures
- .present’a seriouc threat to our national. interests and I am !
dctermined that the practice of releasing such information ‘without: -
oroper authonzauon will be brought to an end " '

..,.ccutwe Order 10501 of December 15 1953 as amended ;
-~ agtablished regulatmns and procedures for safeguarding classlfied
BRRY ,nrmatlon, while especially sens1t1ve data are protected by

_N‘xal systems of clearances.

edlate steps be taken w1th1n the jurisdiction of

ct that imm
latmns and. procequrea L

h addressee to ensure that exlstmg regu
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designed to safeguard classified information be reviewed and strength-
ened where necessary. These regulations and procedures should Co
assure that only those in'dividual_s with a demonstrated "need-to-know" St
receive classified information and that all recipients are constantly :
aware of the necessity to protect it from public disclosure, They <.
should provide for an adequate security review of all statements and l
documents made public on subjects with important security connota- - i
tions. Further, I wish responsible officials to take firm disciplinary : T
- action against individuals under their jurisdiction found responsible e J

for careless or deliberate mishandling of classified information.

. . . : : - -
The.Director of Central Intelligence has the statutory responsibility . ".. S
for the protection of intelligence sources and methods. Accordingly, - -
I shall look to him to provide guidance in this field, especially through
the machinery of the intelligence community. I shall expect him to- -
keep me informed of developments and I wish department and agency

-heads to cooperate fully with him., - o i

I also reaffirm the following instructions which I issued on September I,
1970 conzerning coordinatiion and ciearance of public statements and.. -._.-". ..
‘ press reléases and theé necessity for White House clearance ‘of all -
official communications having policy implications: ~

it g LT

. i . . e e Smmen - . ) i . )
- . =="Public statements and press releases: Prior to release,
" all public communications on matters of known or | Lo Do
- potential Presidential interest must be carefully cleared — .. . o-tt=iogs

R

RS TR A s

A

by the White House (Assistant to the President for National == e
Security) for consistency with Presidential policy and for ..

‘coordination with the departments and agencies who share ==

. oyerlapping interests and responsibilities. Should there _@mﬂ

. be ary uncertainty as to Presidential or interdepartmental 7 LT

interest, it will be resolved in favor of clearance. "' o e

' I R R

. =="Official communications: All official communications with
volicy implications must be cleared by the White House.
When in doubt, the rule is that messages will be socleared,
his procedure requires clese and confidential staff rela-

tionships at all levels between the White House and your

feparinient as well a5 among departments. "

T Isigngd
. “RICHARD NIXON

spoRa:
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S UNITED STATES INTELLIGENCE BOARD  Dietribution

OFFICE OF THE.CHAIRMAN 19

23apritiyn1 - - f
MEMORANDUM FOR USIB PRINCIPALS

SUBJECT = . : Guldance Govermng Dlsclosures of :
R Classﬁled Intelhgence o S

~

: l. In accordance w1th the dlscussmn in executive session of
" the Umted States Intelligence Board on April 22, 1971, I am attzsis
 two capies of the agreed Guidance Governing Disclosures of Clas

. Intelligence. - This has been concurred in by all addressees of the
o Presndent's memorandum of December 21 1970 ‘

4 .‘ your attentxon to the penultlmate paragraph of th1s report .Please-
’ ‘that I have told h1m I w;ll ask.vou- to-make- earhcul—n—r—dwq o -rcre.ri e
..that in the case of-releases: of sensitive and specially= compartrnenteém-w'- S

) mt‘e"lhgence “the appropriate’ member of the ‘community be consulted as =
...to_potential. damage, and that I am asking you to report perlodlcally 't""’

S Jme on measures. takei Wwithin your. resp'ectwe agenc1es and depar ‘

o) 1mp1ement these guxdehnes_ C

{ srnu;' 1




. 2nd others would recogrize or be fully alert to potential danger to intells
8279 ‘wources.and methods resulting from release of intelligence. Consequently,
it is believed that the intelligence community should take the leading role. -
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Guidance deerning Disclosures of Classified Intelligence

As poiﬁted out in the President's diréctive of Decembér 21, 1970,

subject '""Disclosures of Classified Information and Coordination.and ... . ... .. .

Clearance of Official Stateménts, " machinery now exists to protect all

- classified information. It is recognized that’unauthorized'disclosi’ires , ‘
“classified intelligence may involve thoughtlessness in the application of . | % .
regulations and procedures already in effect. Further, with respect to : bl
- sources and methods, widespread discussion of this subject, ‘some-ofsit -~~~ . * -

unavoidable but much of it gratuitous, seems to have conveyed.an impr

in some parts of the Government that there is little, if anything, that is not

" known to the public. ,The protection of intelligence sources and methods
¥ continues to be of vital importance to our intelligence effort. The true origin
'of many categories of intelligence information to be used in public release or

.debate must be disguised and the use of all such information must be duly
authorized. The ‘responsibility for authorizing release and for, devising
. proper disgulse rests with the originating agency. - I

The President's directive of D‘ecemb’e'r 21, 1970, "refers ‘tcf) the

1t
39

tion

H

of

ession

statutory responsibility of the Directer of Central Intelligence for the.:Z

: protection of intelligence sources and :ln'e.i.:hods. - The National,SecuritSrf"
" ‘Act of 1947 specifically states: ' ' L

>,

~"...And provided further, that the Director of Central - -
Intelligence shall be responsible for protecting intelligex;c%

sources and methods from unauthorized disclosure;"

o

~ Itis not to. bc.expected that all consumers of intelligénc_e, poliéy n:w.ke:r——%=

.yl
AP

thin their departments and agencies.

Thiefs of all components of the:iantelligence community should review.
355 the exisiing regulations and impress on 4ll concerned the necessity to abide

by the.a, “The following specific actions sliould be taken:

’
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1. Review existing departmental and agency regulations

governing the control of classified information to make sure

that in every instance they meet the criteria required by the
steadily increasing volume and significance of classified

intelligence, particularly including sensitive compartmented

mtelhgence. Particular emphasis should be placed on

assurmg that the need-to- know principle is strictly enforced.

2. Make sure ‘that brieﬁng and indoctrination procedures-

are reviewed with the objectives of paragraph 1 above in view. | P

" These procedures should be so designed as to assure that newly ;

1ndoctr1nated members of the intelligence community and othéss—. Tf—-
.. newly indoctrinated officials of the Government fully understand

the differences which exist among various kinds of 1nte1hgenﬁ:-==-—

with respect to danger to the source or method which would == _’»w :

result from disclosure. It should also be the purpose of these ' o

procedures to explain the way in which cleared individuals cEm—=—

réadily ascertain the clearance status of others before discussing-

classified information revealing intelligence sources and .

.methods, and to make swe that they do so. '

o

, '3.. Prov1de for oer1od1c remdnotrmahon and contin ﬁing'
educatxon in special security pract1ces and procedures relatinge=——=
to mtelhgence, in addition to those security procedures estab
as general policy; to include a program for prompt debneﬁng of _—

1nd1v1duals who no longer have a need-to<know. A

4T Rev1ew procedures for authonzmg and controlhng

dxsclosures and releases.

.a_._.. [

: - a. The respon91b111ty of the mtelhgence chxef
' f"“._f for asses\smg the risk to intelligence sources and - =
~“methods involved in delibergte disclosures should
,'be delineated. There should be a review and
.___assessment by intelligence authorities whenever |
" any classified intelligence is proposed for de-
_ classification or for use in briefings, . testlmony,!
'-'-_';"--symposmms, semmars, speeches, w
_‘..-.pubhcatmn, presentatmns, courses of mstructmn,
L .press releases, formal and informal interviews L
"‘.V"T--ivthh press representatlves, or other activities 1n'
’the .course of which there is a danger that intelli-
gence sources and methods mxght be revealed.

’

L2
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'Each assessment should include méthods by
- which such intelligence can be effectively and
plausibly sanitized by or with the approval of
the originating agency so as to protect the source.
Sensitive intelligence to be disclosed should be
clearly identified as such and the official disclosing
it should be so cautioned when appropriate. This can
- be particularly important in dealing with some public
information officials who cannot be expected to be fully
familiar with the origins of such sensitive intelligence. -
Records should be maintained regarding any classified
intelligence declassified or authorized for disclosure.

.~ b. The facts surrounding inadvertent dis.closurie
* of classified intelligence to any pérson or persons not
‘authorized for access to such intelligence should be
reported to the appropriate intelligence chief, who will
inform the originating agency in any potentially harmful
case. - o E ' . : i

. €. Any person having knowledge of any disclosure
- ofclassified intelligence made contrary to the regulations =
and controls of the department or agency concerned should ™
o f-promptly report-it to the appropriate intelligence chief -
" -for action.. Such action may include (1) such steps asare ‘E———or
feasible to repair or limit the extent of the damage; e
- (2) a request for investigation by appropriate authorities;
(3) an assessment of the possible harm to intelligence

sources and methods and notification to all intelligence .

authorities concerned; and (4) : prompt notification to |. ;

[ s

all official recipients that an unauthorized disclosure has e

e m— e

occurred, together with advice of remedial action to be - -

taken and guidance for responses to inquiries from plilblic-" e
media representatives that may result from the compromise

5. Take fully into account, in proposing the release of any intelligence =<sssamese|l
rived from a joint project in the intelligence community, the interests ™=~
. 3 other members of the intelligence community which might be con- =TT
G .-:,'.l"«?l.' If a department or agency a‘g’ghq‘fiAzes the disclosure of sensitive- e e e
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- intelligence from such a source, that agency is responsible for in-
forming other USIB members of the action. Special attention should
be given to defining the precise limits of the disclosure and to
cautioning against inadvertent elaboration or extension beyond those
limits. ' '

6. In conjunction with appropriate authority, take, or assure that
disciplinary action is taken where appropriate, in a just, clear, and
. definite manner which will demonstrate the extreme seriousness with .
- which unauthorized disclosures are viewed. Where a violation of crimi-
nal stat}ites may be involved, any such case should be r.éferred promptly + = V-
to the Department of Justice. = - N - - - . L.
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